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C Bitwise Operators

Operator Description

& AND
| OR
N XOR (exclusive OR)
~ NOT (one’s complement)
<< shift left
>> shift right
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C Bitwise Operators

Operator Description

& AND
| OR
N XOR (exclusive OR)
~ NOT (one’s complement)
<< shift left
>> shift right

Examples (8-bit word)

A = 0b10110011
B = 0b01101001

A & B = 0b00100001 ~A = 0b01001100
A | B =0bl1111011 A >> 3 = 0b00010110
A ~ B = 0b11011010 A << 2 = 0b11001100
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C Bitwise Operators

Operator Description

& AND
| OR
N XOR (exclusive OR)
~ NOT (one’s complement)
<< shift left _
>>  shift right The prefix Ob

designates a
Boolean constant.

Examples (8-bit word)

A = 0b10110011
B = 0b01101001

A & B = 0b00100001 ~A = 0b01001100
A | B =0bl1111011 A >> 3 = 0b00010110
A ~ B = 0b11011010 A << 2 = 0b11001100
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Integer Representation

Let X = (X,_1X,_»-Xo) be aw-bit computer word. The unsigned
iInteger value stored In X Is

w—1
_ § : k
X = X 2" .
k=0

For example, the 8-bit word 0b01101010 represents the unsigned
valuel1le6 = 2 + 8 + 32 + 64

The signed integer (two's complement) value stored In X Is

w—2

— K w—1
= E X 2" | —X,_12 .

k=0

For example, the 8-bit word 0b10010110 represents the signed
value -106 = 2 + 4 + 16 - 128.
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Elementary Notions

Simple properties

e Add, subtract, multiply, and divide binary numbers.

e Hexadecimal/binary conversion.

e A word with all O bits equals O.

e A word with all 1 bits equals -1.

® ~X + X = -1 and -x = ~x + 1.

e Etc.

Masking operations Example

e Set the kth bit. 8-bit word: abcdefgh
e (Clear the kth bit. 8-bit mask: 10011101
e Toggle the kth bit. word & mask: a00defOh
e Extract a bit field.

e Set a bit field.
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Least-Significant 1

Problem
Compute the mask of the least-significant 1 in word X.
Equivalently, what is the largest power of 2 that divides x?

[l = RSO J
Example
1 .
X 0010000001010000 Why '+ works
—X 1101111110110000 o - X = ~X + 1.

X & (-x) 0000000000010000

Notation: lgr = log,r
Question

How do you find the index of the bit, i.e., g r?
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Is an Integer a Power of 2?

Problem
s x = 2K for some integer k?

X = Y= X J

Example
X 00001000 00101000
-X 11111000 11011000
X & -X 00001000 00001000
X == X & -X 00000001 00000000
Bug!
What if x = 07
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Count Trailing Zeros

Problem
Compute 1g x, where x is a power of 2.

const uint64_t =
const int [Topabily, =14
L) okt SR S s DS M RS A T L O/
A53538 5 412508, 38, #5654 48 128 %
6200 SRRSO Rl TE AT AP A2 O
24 " SSrEES SRS GLRZIS IR 3 U2 SIRIRT )
O3 ¥ D2, esaO%® 2 6,5 B/ Wl 073 3 s A
ST 1 e T L 2T MRS Sh e W IR
51 375ty S8 2601 20" b/l 6%
LOAES 1 8 O, PNES B0 I LBk .2

0x022fdd63cc95386d;

}s
s convertiO S deBRUi~m)s > =585 7
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Count Trailing O’s of a Power of 2

Why it works Example: k=3
A deBruijn sequence s of 00011101
length 2X is a cyclic 0-1
sequence such that each of the 00011101
2X 0-1 strings of length k 00111010
occurs exactly once as a 01110100
substring of s. 11101000
11010001
10100011
01000111
10001110
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Count Trailing O’s of a Power of 2

Why it works

A deBruijn sequence s of
length 2¥ is a cyclic 0-1
sequence such that each of the
2K 0-1 strings of length k
occurs exactly once as a
substring of s.
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Example: k=3

00011101

00011101
00111010
01110100
11101000
11010001
10100011
01000111
10001110

const int [8]
= {OJ1J6)2J7J5J4)3};
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Count Trailing O’s of a Power of 2

Why it works Example: k=3
A deBruijn sequence s of 00011101
length 2X is a cyclic 0-1
sequence such that each of the 00011101
2X 0-1 strings of length k 00111010
occurs exactly once as a 01110100
substring of s. 11101000
Ob00011101*24 = 0b11010000 - 000
10100000
Ob11010000 >> 5 = 110 = 6 01000000
convert[6] = 4 10000000

Hardware instruction
int _ builtin ctz(int x) const int [8]
= {O)1J6)2J7)5J4)3};
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Round up to a Power of 2

Problem
Compute 2/19nl
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Round up to a Power of 2

Problem
Compute 2/19nl

uinté4 t n;

b M|
>> 2;
>> 4
>> 8;
SR L o
P s

) It Bl N W=

Example

0010000001010000
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Round up to a Power of 2

Problem
Compute 2/19nl

uinté4 t n;

b M|
>> 2;
>> 4
>> 8;
SR L o
P s

) It Bl N W=

Example

0010000001010000

0010000001001111
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Round up to a Power of 2

Problem
Compute 2/19nl

uinté4 t n;

b X |
>> 2;
>> 4
>> 8;
SR L o
P s

I
B REIER N O, B

Example

0010000001010000

0010000001001111

0011000001101111
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Round up to a Power of 2

Problem
Compute 2/19nl

uinté4 t n;

b M|
>> 2;
>> 4
>> 8;
SR L o
P s

Il
) R RO S ON R =S

Example

0010000001010000

0010000001001111

0011000001101111

0011110001111111
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Round up to a Power of 2

Problem
Compute 2/19nl

uinté4 t n;

b M|
>> 2;
>> 4
>> 8;
SR L o
P s

I
5 R RN = S =S

Example

0010000001010000

0010000001001111

0011000001101111

0011110001111111

0011111111111111
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Round up to a Power of 2

Problem

Compute 2/19nl

I
B RO O FONEST S

>>
>>
>>
>>
>>
>>

uinté4 t n;

Example

0010000001010000

0010000001001111

0011000001101111

0011110001111111

0011111111111111
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Round up to a Power of 2

Problem
Compute 2/19nl

uinté4 t n;

>>
>>
>>
>>
>>

P s

o \we ‘o

R o0 h~NBR
-

m\oo
@ o

W A D 208 DN 25
. (I |
) R IRR N FONEST =S

Example

0010000001010000

0010000001001111

0011000001101111

0011110001111111

0011111111111111
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Round up to a Power of 2

Problem
Compute 2/19nl

uinté4 t n;

-kl
>> 2;
>> 4
>> 8;
SR L o
>> 32;

Il
B RN N NS =

Example

0010000001010000

0010000001001111

0011000001101111

0011110001111111

0011111111111111
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Round up to a Power of 2

Problem
Compute 2/19nl

uinté4 t n;

b M|
>> 2;
>> 4
>> 8;
SR L o
P s

W Al SO8 DN 25
2 Il
B R RN FONEST =S

Example

0010000001010000

0010000001001111

0011000001101111

0011110001111111

0011111111111111

0100000000000000
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Round up to a Power of 2

Problem

Compute 2/19nl
uinté4 t n; Example
: 0010000001010000
R O 0010000001001111
n |=n > 2; 0011000001101111
MRE | Mg e 0011110001111111
n |=n > 8;
bl o TR 0011111111111111
n |=n > 32; 0100000000000000
++n; 7

Why decrement?
To handle the boundary case when n is a power of 2.
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Round up

Problem

Compute 2/19nl
uinté4 t n;
)
n |[=n > 1;
n |=n > 2;
n |[=n > 4;
n |=n > 8;
n |[=n > 16;
n |=n > 32;
++N, 7
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to a Power of 2

Bit [Ig n] - 1 must be set

Example

0010000001010000

0010000001001111

0011000001101111

0011110001111111

0011111111111111

Q100000000000000

Populate all the bits to
the right with 1

25
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Ordinary Swap

Problem
Swap two Integers X and .

© 2008-2024 by the MIT 6.172 and 6.106 Lecturers
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Ordinary Swap

Problem
Swap two integers X and y.
=l
Xig =% Y5
1 o e
Example
X 10111101 , 10111101 00101110 10111101
y 00101110 \ 00101110 00101110 00101110
t ¥ 10111101 10111101 10111101
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No-Temp Swap

Problem
Swap X and y without using a temporary.
SN =IO A V8
Vimes B T
X =X"Y;
4
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No-Temp Swap

Problem
Swap X and y without using a temporary.
SN =IO A V8
Vimes B T
X =X"Y;
4
Example
X 10111101

y 00101110
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No-Temp Swap

Problem
Swap X and y without using a temporary.

K= XAV
Yins 22X Y,
X =X "y;
4
Example
X 10111101 10010011

y 00101110 00101110
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No-Temp Swap

Problem
Swap X and y without using a temporary.
SN =IO A V8
iy S
X =X"Y;
4
Example
X 10111101 10010011 10010011
y 00101110 00101110 10111101
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Problem

No-Temp Swap

Swap X and y without using a temporary.

W

Yins 22X Y
X = X "y;
4
Example
X 10111101 10010011 10010011 00101110
y 00101110 00101110 10111101 10111101
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Problem

No-Temp Swap

Swap X and y without using a temporary.

R =X A V5
i B T
X =X " VY;
7
Example
X 10111101 10010011 10010011 00101110
y 00101110 00101110 10111101 10111101
Why it works x Yy xTy xTy)ry
XOR Is Its own Inverse: 0 0 0 0
(x *y) ~y > X ot ' 0
1 0 1 1
1 1 0 1
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No-Temp Swap (Instant Replay)

Problem
Swap x and y without using a temporary.
g S N
e 0,
= Xty
7
Example
x | 10111101
y | 00101110
Why it works X ¥y X"y x"y)"y
XOR is its own inverse: c 0 0 0
0o 1 1 0
X N N = X
(x ~y) "~y — :
11 0 1
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No-Temp Swap (Instant Replay)

Problem
Swap X and y without using a temporary.

Mask with 1's X =X"y;
where bits differ o 'R Vi
X2 X Y5
7
Example
X 10111101 10010011
y 00101110 00101110
Why it works x"y X7y "y

XOR Is Its own Inverse:
(x Yy) "y = X

R, Rr O ofx
R O r oO]x
O R KL O
R Rk O
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No-Temp Swap (Instant Replay)

Problem
Swap X and y without using a temporary.
X =X"Yy,;
Fllp bItSIHythat y = X N Y;
differ from x X = X N y;
7
Example
X 10111101 10010011 10010011
y 00101110 00101110 10111101
Why it works xTy X7y "y

XOR Is Its own Inverse:
(x Yy) "y = X

R, Rr O ofx
R O r oO]x
O R KL O
R Rk O
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No-Temp Swap (Instant Replay)

Problem
Swap X and y without using a temporary.

W

it
differ fromy 7
Example
X 10111101 10010011 10010011 00101110
y 00101110 00101110 10111101 10111101
Why it works Xy X'y (xtw)ty
XOR Is its own Inverse: © 0 0 0
(x *y) "y =X o : °
1 0 1 1
1 1 0 1
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No-Temp Swap (Instant Replay)

Problem

Swap X and y without using a temporary.

W

Yin- S0 I
X = X "y;
4
Example
X 10111101 10010011 10010011 00101110
y 00101110 00101110 10111101 10111101
Why it works

XOR s its own inverse: (x ~ y) ~y = X

Performance ¢
Poor at exploiting instruction-level parallelism (ILP).

© 2008-2024 by the MIT 6.172 and 6.106 Lecturers
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AVOIDING UNPREDICTABLE
CODE BRANCHES

© 2008-2024 by the MIT 6.172 and 6.106 Lecturers
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Minimum of Two Integers

Problem

Find the minimum r of two Integers X and y.

IGh H(ECRC V)
FE.=h X
else

(NS

7

Performance

or

[l — TR TR Y R

Y

;

A mispredicted branch empties the processor pipeline.

Caveat

The compiler is usually smart enough to optimize away the

unpredictable branch, but maybe not.

© 2008-2024 by the MIT 6.172 and 6.106 Lecturers
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No-Branch Minimum

Problem
Find the minimum of two integers X and y without using

a branch:

A STy L S OGS Vb [J

Why 1t works
® The C language represents the Booleans TRUE and
FALSE with the integers 1 and O, respectively.

°If x <y, then -(x < y) = -1, whichisall 1's in two’s
complement representation. Therefore, we havey *
((x *y)&l) =y " (x"y)=x

*lfx>y,theny » ((x *y) &0) =y ~0 =y.

© 2008-2024 by the MIT 6.172 and 6.106 Lecturers
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Merging Two Sorted Arrays

}

static void merge(int64 t *

size t na,
size t nb) {
while (na > O & nb > 0) {
d f YEEA T cEHBAERT

*C++ = *A++; na--;
} else {

*C++ = *B++; nb--;
}

}
while (na > 0) {

*C++ = *A++;
na--;

)

while (nb > 0) {
*C++ = *B++;
nb--;

¥

© 2008-2024 by the MIT 6.172 and 6.106 Lecturers

.. restpict, C%
inte4. .t * " restrict A,
Bnte6d. £TEEL pesitnict "BY

The _ restrict
keywords say that A, B,
and C don't alias,
meaning that they do
not overlap In memory.
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Merging Two Sorted Arrays

}

}
while (na > 0) {

*C++ = *A++;
na--;

}

while (nb > 0)

*C++ = *B++;
eSS
1

{

__restrict
__restrict
__restrict

J

) A

static void merge(int64 t *
inte4 t *
inte64 t *
size t
Eize'st
while (na > O && nb > 0) {
d f YEEA T cEHBAERT
*C++ = *A++; na--;
} else {
*C++ = *B++; nb--;

© 2008-2024 by the MIT 6.172 and 6.106 Lecturers
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19

46

14

21

23
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Branching

1 £ YEEA <SRBT

*C++ = *A++; na--;
} else {
*C++ = *B++; nb--;

}
}
Q while (na > 0) {
*C++ = *A++;

na--;

)

0 while (nb > 0) {

*C++ = *B++;
nb--;
}
!

0 size
while (na > O & nb > 0) {

MpestriatiCs;
HJRES CralCUAS
rearesikrict, B,

nb) {

© 2008-2024 by the MIT 6.172 and 6.106 Lecturers

Predictable?

1 Yes
Yes
No
Yes

B~ W N
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Branchless

static void merge(int64 t * _ restrict C,
i, U6 4T R estrrch v,
a6, tTEL lpesitpict "BY
size t b
size t It

while (na > 0 & nb > 0) {
(*A <= *B);
4B " SR(FBES R (RIS

jil—'l—'
o O
+H S S
+j 00 0Q
non

ST T

AFFEENIClp W Na e WGIDPS
B += !cmp; nb -= lcmp;

}

while (na > 0) { : : _
Cht = FAbt: On modern machines using clang
na--; 03, the branchless version iIs usually

} . .

Ny (A slower than the branch!ng version &
*Cht = *Bh+; because modern complilers convert

} M unpredictable branches into

} predictable ones using conditional-

move hardware instructions.
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Modular Addition

Problem
Compute r = (x + y) mod n, assuming that 0 < x < n

and0 <y <n.

[l =SOSR

Z =X+ Y; An unpredictable
Dla=Su(7 SR T N RaZ. 7 Ay branch is expensive.

=" E5e \k Same trick as
r=z-(n & —(z >=n)); minimum.

© 2008-2024 by the MIT 6.172 and 6.106 Lecturers

A Division is expensive.
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THE QUEENS PROBLEM

© 2008-2024 by the MIT 6.172 and 6.106 Lecturers
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Queens Problem

Place n Queens on an n x n chessboard so that no Queen attacks
another, 1.e., no two Queens in any row, column, or diagonal.
Count the number of possible solutions.

W

© 2008-2024 by the MIT 6.172 and 6.106 Lecturers

67



Backtracking Search

Strategy
Try placing Queens row by row. If you can't place a Queen In a
row, backtrack.

=) W
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Backtracking Search

Strategy
Try placing Queens row by row. If you can't place a Queen In a
row, backtrack.

W
=) |W|W|W
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Backtracking Search

Strategy
Try placing Queens row by row. If you can't place a Queen In a
row, backtrack.

W
=) W W W
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Backtracking Search

Strategy
Try placing Queens row by row. If you can't place a Queen In a
row, backtrack.

W
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Backtracking Search

Strategy
Try placing Queens row by row. If you can't place a Queen In a
row, backtrack.

W
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Backtracking Search

Strategy
Try placing Queens row by row. If you can't place a Queen In a
row, backtrack.

W

E | ME

B |W|\W (W

Backtrack!
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Backtracking Search

Strategy
Try placing Queens row by row. If you can't place a Queen In a
row, backtrack.

W
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Backtracking Search

Strategy
Try placing Queens row by row. If you can't place a Queen In a
row, backtrack.

W

ME | M€

) |\ NN NN |

Backtrack!
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Backtracking Search

Strategy
Try placing Queens row by row. If you can't place a Queen In a
row, backtrack.

W

=) W

Backtrack!

© 2008-2024 by the MIT 6.172 and 6.106 Lecturers



Backtracking Search

Strategy
Try placing Queens row by row. If you can't place a Queen In a
row, backtrack.

W
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Board Representation

The backtrack search can be implemented as a simple recursive
procedure, but how should the board be represented to facilitate
Queen placement?

* array of n? bytes?

* array of n? bits?

* array of n bytes?

* a few bitvectors of size n.

© 2008-2024 by the MIT 6.172 and 6.106 Lecturers
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Queens Code

Code inspired by Tony Lezard (1991)

int32_t

queens(uint32_t mask,
uint32_t down,
uint32_t left,
uint32_t right) {

Root call
queens((1 << n)-1, 0, 0, 0));

int32 t possible, place;
#nt32 t¥colpt -= 0

possible != 0;
possible &= ~place) {

count += queens(mask,

((left |
(right |
}

return count;

if (down == mask) return 1;
for (possible = ~(down | left | right) & mask;

place = possible & -possible;

down | place,

place) << 1) & mask,
place) >> 1);

© 2008-2024 by the MIT 6.172 and 6.106 Lecturers

Tony Lezard
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Bitvector Representation

W

1111 01 0 1

© 2008-2024 by the MIT 6.172 and 6.106 Lecturers

down

Placing a Queen in column ¢
IS not safe If

down & place != 0
where place = 1 << c.

80



Bitvector Representation

W Placing a Queen in column ¢
W IS not safe If

W/ down & place != 0
W where place = 1 << c.

W

1 1 1 1 O 1 0 1
down
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Bitvector Representation

W Placing a Queen in column ¢
W IS not safe If
W/ down & place != 0
W where place = 1 << c.
" If column c Is safe, then
W update
» W down |= place

for the next row.

1 1 1 1 1 1 0 1
down
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Bitvector Representation

Placing a Queen in column ¢
IS not safe If

left & place != 0
where place = 1 << c.

W

1 1 1 1 0 0 0O
left
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Bitvector Representation

W

W

=

11 1 1 0 0 0O

left

© 2008-2024 by the MIT 6.172 and 6.106 Lecturers

Placing a Queen in column ¢
IS not safe If

left & place != 0
where place = 1 << c.
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Bitvector Representation

W

W

=

W

1 111 1 0 O O

left

© 2008-2024 by the MIT 6.172 and 6.106 Lecturers

Placing a Queen in column ¢
IS not safe If

left & place != 0
where place = 1 << c.

If column c Is safe, then update
left = (left|place) << 1

for the next row.

85



Bitvector Representation

W

O 0 0O1 0111

© 2008-2024 by the MIT 6.172 and 6.106 Lecturers

right

Placing a Queen in column ¢
IS not safe If

right & place != 0
where place = 1 << c.
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Bitvector Representation

W Placing a Queen in column ¢
W IS not safe If

W/ right & place != 0
W where place = 1 << c.

W

W

O 0O0O1 01 11
right
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Bitvector Representation

W

W

W

O 0011111

© 2008-2024 by the MIT 6.172 and 6.106 Lecturers

right

Placing a Queen in column ¢
IS not safe If

right & place != 0

where place = 1<<c.

If column c Is safe, then
update

right = (right|place)<<1

for the next row.
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Queens Code

Code inspired by Tony Lezard (1991)

int32_t

queens(uint32_t mask,
uint32_t down,
uint32_t left,
uint32_t right) {

Root call
queens((1 << n)-1, 0, 0, 0));

int32 t possible, place;
#nt32 t¥colpt -= 0

possible != 0;
possible &= ~place) {

count += queens(mask,

((left |
(right |
}

return count;

if (down == mask) return 1;
for (possible = ~(down | left | right) & mask;

place = possible & -possible;

down | place,

place) << 1) & mask,
place) >> 1);

© 2008-2024 by the MIT 6.172 and 6.106 Lecturers

Tony Lezard
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FINAL REMARKS

© 2008-2024 by the MIT 6.172 and 6.106 Lecturers
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Further Reading

*Sean Eron Anderson, “Bit twiddling hacks,”
http://graphics.stanford.edu/~seander/bithacks.html,
20009.

* Donald E. Knuth, The Art of Computer Programming,
Volume 4A, Combinatorial Algorithms, Part 1, Addison-
Wesley, 2011, Section 7.1.3.

°*http://chessprogramming.wikispaces.com/

*Henry S. Warren, Hacker’s Delight, Addison-Wesley,
2003.

And remember...
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EVERY LITTLE BIT COUNTS!
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APPENDIX A:
BINARY REPRESENTATIONS
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Unsigned-Integer Representation

Let x = (X, 41X, ,...-X,) be a w-bit computer word.
The unsigned integer value stored in x is

w—1
_ § : k
X = X 2" .
k=0
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Unsigned-Integer Representation

Let x = (X, 41X, ,...-X,) be a w-bit computer word.
The unsigned integer value stored in x is

w—1
_ § : k
X = X 2" .
k=0

For example, the 8-bit word 0b01101010 represents
the unsigned value 166 = 2 + 8 + 32 + 64.
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Unsigned-Integer Representation

Let x = (X, 41X, ,...-X,) be a w-bit computer word.
The unsigned integer value stored i e (ot o

— designates a
X = E xk2k :
k=0

Boolean constant.
For example, the 8-bit word 0b01101010 represents
the unsigned value 166 = 2 + 8 + 32 + 64.
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Integer Representation

Let x = (X, 41X, ,...-X,) be a w-bit computer word.
The unsigned integer value stored in x is

w—1
_ § : k
X = X 2" .
k=0

For example, the 8-bit word 0b01101010 represents
the unsigned value 166 = 2 + 8 + 32 + 64.

The signed integer (two’s complement) value stored
In X IS

w—2

— K w—1
X = E X 2" | —X,_12 .
k=0

For example, the 8-bit word 0b10010110 represents
the signed value -106 = 2 + 4 + 16 - 128.
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Integer Representation

Let x = (X, 41X, ,...-X,) be a w-bit computer word.
The unsigned integer value stored in x is

w—1
_ § : k
X = X 2" .
k=0

For example, the 8-bit word 0b01101010 represents
the unsigned value 166 = 2 + 8 + 32 + 64.

The signed integer (two’s complement) value stored

" sign bit
W—2
X = E x 2% | —x, 2",

k=0
For example, the 8-bit word 0b10010110 represents
the signed value -106 = 2 + 4 + 16 - 128.
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Two’s Complement

We have 0b00...0 = 0.

What is the value of x = 0b11...17?
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Complementary Relationship

Important identity

Since we have ~x + x = -1, it follows that

~X +1 =-Xx.
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Complementary Relationship

Important identity

Since we have ~x + x = -1, it follows that

~X +1 = -X .

Example

X = 0b0001100000011100
0b1110011111100011
-X = 0b1110011111100100

2
X
|
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Complementary Relationship

Important identity

Since we have ~x + x = -1, it follows that

~X +1 =-X .

Example

X = 0b0001100000011100
0b1110011111100011
-x = 0b1110011111100100

2
X
|
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Binary and Hexadecimal

Decimal
0

N o0 i A WN R

Binary
0000
0001
0010
0011
0100
0101
0110
0111

Hex Decimal

N o0 it B W N R O

8
9
10
11
12
13
14
15

Binary
1000
1001
1010
1011
1100
1101
1110
1111

Hex

m m 9O O W > OV o
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Binary and Hexadecimal

Decimal
0

N o0 i A WN R

Binary
0000
0001
0010
0011
0100
0101
0110
0111

Hex Decimal

N o0 it B W N R O

8
9
10
11
12
13
14
15

Binary
1000
1001
1010
1011
1100
1101
1110
1111

Hex

m m 9O O W > OV o

To translate from hex to binary, translate each hex
digit to its binary equivalent, and concatenate the bits.
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Binary and Hexadecimal

Decimal | Binary Hex Decimal | Binary Hex

0] 0000 0] 8 1000 8
1 0001 1 9 1001 9
2 0010 2 10 1010 A
3 0011 3 11 1011 B
4 0100 4 12 1100 C
5 0101 5 13 1101 D
6 0110 6 14 1110 E
7 0111 7 15 1111 F

To translate from hex to binary, translate each hex
digit to its binary equivalent, and concatenate the bits.

Example: OXDEC1IDE2CODE4FOOD is
110111101100000711071171000710110000001701111007001111000000001101

—_—— —— —— . e e e e e e e e e e e
D E C 1 D E 2 C 0 D E 4 F 0 0 D
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Binary and Hexadecimal

Decimal | Binary Hex Decimal | Binary Hex

0 0000 0 8 1000 8
1 0001 1 9 1001 9
2 0010 2 10 1010 A
3 0011 3 11 1011 B
4 0100 4 12 1100 C
The prefix Ox [io1 5 13 1101 D
designates a [110 6 14 1110 E
hex constant. [L11 7 15 1111 F

To transl rom hex to binary, translate each hex
digit to its N/nhary equivalent, and concatenate the bits.

Example: OXDEC1DE2CODE4FOOD is
110111101100000711071171000710110000001701111007001111000000001101

—_—— —— —— . e e e e e e e e e e e
D E C 1 D E 2 C 0 D E 4 F 0 0 D
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Binary and Hexadecimal

Decimal | Binary Hex Decimal | Binary Hex

0] 0000 0] 8 1000 8
1 0001 1 9 1001 9
2 0010 2 10 1010 A
3 0011 3 11 1011 B
4 0100 4 12 1100 C
5 0101 5 13 1101 D
6 0110 6 14 1110 E
7 0111 7 15 1111 F

To translate from hex to binary, translate each hex
digit to its binary equivalent, and concatenate the bits.

Example: OXDEC1IDE2CODE4FOOD is
110111101100000711071171000710110000001701111007001111000000001101

—_—— —— —— . e e e e e e e e e e e
D E C 1 D E 2 C 0 D E 4 F 0 0 D
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0.9

PER ORDER OF SPE

APPENDIX B: ELEMENTARY
BIT HACKS
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C Bitwise Operators

Operator | Description

& AND

| OR

A XOR (exclusive OR)

~ NOT (one’s complement)
<< shift left

>> shift right

Examples (8-bit word)

A = 0b10110011
B = 0b01101001

A & B = 0b00100001 ~A = 0b01001100
A | B =0bl1111011 A >> 3 = 0b00010110
A ~ B = 0b11011010 A << 2 = 0b11001100
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Set the kth Bit

Problem
Set kth bit in a word x to 1.

ldea
Shift and OR.

XM Gl <N %
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Set the kth Bit

Problem
Set kth bit in a word x to 1. truth table for OR
x 'y x|y
ldea o O 0
Shift and OR. o 1 !
1 0 1
X HRE (KRN ;; 1 1 1
Example
kK = 7
X 1011110101101101
1 << k 0000000010000000
x | (1 << k) 1011110111101101

© 2008-2024 by the MIT 6.172 and 6.106 Lecturers

111



Set the kth Bit

Problem
Set kth bit in a word x to 1. truth table for OR
x 'y x|y
ldea o O 0
Shift and OR. ° 1 1
1 0] 1
X HRE (KRN ;; 1 1 1
Example
kK = 7
X 1011110161101101
1 << k OOOOOOOO}OOOOOOO
x | (1 << k) 1011110111101101
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Set the kth Bit

Problem
Set kth bit in a word x to 1. truth table for OR
x 'y x|y
ldea o O 0
Shift and OR. g 1 !
1 0 1
X HRE (KRN ;; 1 1 1
Example
kK = 7
X 1011110101101101
1 << k 0000000010000000
x | (1 << k) 1011110111101101
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Clear the kth Bit

Problem
Clear the kth bit in a word x.

ldea
Shift, complement, and AND.

X & ~(1 << k); %
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Clear the kth Bit

Problem
Clear the kth bit in a word x. truth table for AND
X y X &y
ldea 6 o0 0
Shift, complement, and AND. 0 ; g
1
X & ~(1 << k); % 1 1 1
Example
k = 7
X 1011110111101101
1 << k 0000000010000000
~(1 << k) 1111111101111111
X & ~(1 << k) 1011110101101101

© 2008-2024 by the MIT 6.172 and 6.106 Lecturers

115



Clear the kth Bit

Problem
Clear the kth bit in a word x. truth table for AND
X y X &y
ldea 6 0 0
Shift, complement, and AND. i ; g
1
X & ~(1 << k); % 1 1 1
Example
k = 7
X 1011110111101101
1 << k 0000000010000000
~(1 << k) 1111111101111111
X & ~(1 << k) 1011110101101101
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Clear the kth Bit

Problem
Clear the kth bit in a word x. truth table for AND
X y X &y
ldea B o0 &
Shift, complement, and AND. 2 ; g
X & ~(1 << k); % 1 1 1
Example
k = 7
X 1011110111101101
1 << k 0000000010000000
~(1 << k) 1111111101111111
X & ~(1 << k) 1011110101101101
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Toggle the kth Bit

Problem
Flip the kth bit in a word x.

ldea
Shift and XOR.

XHO (i SN %
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Toggle the kth Bit

Problem
Flip the kth bit in a word x. truth table for XOR
X y XNy
ldea °c o 0
Shift and XOR. ° 1 !
1 0 1
X (il TSNS % 1 1 o)
Example (0 — 1)
kK = 7
X 1011110101101101
1 << k 0000000010000000
X N (1 << k) 1011110111101101

© 2008-2024 by the MIT 6.172 and 6.106 Lecturers

119



Toggle the kth Bit

Problem
Flip the kth bit in a word x. truth table for XOR
X y XNy
ldea B o0 &
Shift and XOR. ° 1 !
1 0] 1
X (il TSNS % 1 1 o)
Example (0 — 1)
kK = 7
X 1011110161101101
1 << k OOOOOOOO}OOOOOOO
X N (1 << k) 1011110111101101
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Toggle the kth Bit

Problem
Flip the kth bit in a word x. truth table for XOR
X y XNy
ldea °c o 0
Shift and XOR. _ I !
1 0 1
X (il TSNS % 1 1 o)
Example (0 — 1)
kK = 7
X 1011110101101101
1 << k 0000000010000000
X N (1 << k) 1011110111101101
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Toggle the kth Bit

Problem
Flip the kth bit in a word x. truth table for XOR
X y XNy
ldea °c o 0
Shift and XOR. _ I !
1 0 1
X (il TSNS % 1 1 o)
Example (1 — 0)
kK = 7
X 1011110111101101
1 << k 0000000010000000
X N (1 << k) 1011110101101101
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Extract a Bit Field

Problem
Extract a bit field from a word x.

ldea
Mask and shift.

(x & mask) >> shift;ﬂ;
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Extract a Bit Field

Problem

Extract a bit field from a word x.

ldea
Mask and shift.

(x & mask) >> shift; ;;

Example
shift = 7
X 1011110101101101
mask 0000011110000000
X & mask 0000010100000000
(x & mask) >> shift 0000000000001010
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Set a Bit Field

Problem
Set a bit field in a word x to a value y.

ldea
Invert mask to clear, and OR the shifted value.

(x & ~mask) | (y << shift); p;
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Set a Bit Field

Problem
Set a bit field in a word x to a value y.

ldea

Invert mask to clear, and OR the shifted value.

(x & ~mask) | (y << shift);

%

Example
shift = 7
X
y
mask
X & ~mask
y << shift

(x & ~mask) | (y << shift)
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0000000110000000
1011100111101101
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Set a Bit Field Dangerously

Problem
Set a bit field in a word x to a value y.

ldea

Invert mask to clear, and OR the shifted value.

(x & ~mask) | (y << shift);

%

Dangerous example

shift = 7
X 1000110101101101
y 0000000000§00011 |
mask 0000011110000000
x & ~mask 1000100001101101
y << shift 000f000110000000
(x & ~mask) | (y << shift) 1008100111101101
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Set a Bit Field Safely

Problem

Set a bit field in a word x to a value y safely.

ldea

Invert mask to clear, and OR the masked shifted value.

(x & ~mask) | ((y << shift) & mask); pJ

Dangerous example (no longer)
shift = 7

X

y

mask
X & ~mask
((y << shift) & mask)
(x & ~mask) | ((y << shift) & mask)
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OOOOOOOOOOIOOOll
0000011110000000
1000100001101101

0000000110000000
1000100111101101
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